
 

 

How to Avoid Common Email Scams 

Hi Rudy, 
 
While you are becoming accustomed to using your SeattleU email, be aware of phishing 
emails that may be sent to you from other seattleu.edu email addresses or emails 
claiming to be from representatives of Seattle University. 
 
Phishing attacks can have serious security implications for both individuals and the 
institution as a whole. Seattle University will never send links to reset a student 
account or password nor demand you act immediately without providing specific 
deadlines.  It is common for phishing emails to claim your student account will be 
deactivated unless you click on a link or provide sensitive information, such as your login 
information.  
 
If you suspect you may have engaged with a phishing email, don't panic, call the Seattle 
University Service Desk so they can help reset your password at 206 - 296 - 5571. Be 
prepared with your SU ID for verification.  
 
To safeguard our university's resources and personal information, we kindly ask for your 
cooperation in taking the following precautions: 

1. Stay Vigilant: Be cautious when receiving unsolicited emails, especially those 
requesting payment, sensitive information, or indicating a sense of urgency 
which require immediate action. Verify the sender's email address and look for 
any inconsistencies or unusual elements. Be cautious of anything coming from an 
unfamiliar sender. 

• If you are viewing the email on a mobile device: Mobile email apps often 
only show the display name by default. Please make sure you are 
viewing the originating email address. 

2. Verify Requests: If you receive an email requesting personal information, your 
student account information, or financial information, confirm the legitimacy of 
the request by reaching out to the supposed sender using contact information 
from an official source, not from the email itself. 

• Internal accounts can become compromised. If someone you know 
suddenly asks to send payment to a new bank account number, address, 
or unfamiliar company, we highly recommend calling the 
requester using contact information from an official source, not from the 
email itself. 

3. Double-Check URLs: Hover your mouse over any links in the email to preview 
the destination URL before clicking. Ensure that the URL matches the official 
website and does not lead to a suspicious or unknown site. 

4. Don't Share Sensitive Information: Never share personal, financial, or login 
information via email. Legitimate organizations will not ask for such information 
through email. 



5. Report Suspicious Emails: If you encounter an email that seems suspicious, do 
not engage with it. Instead, report it to our Information Security team using the 
Report Message button in outlook.  

6. Educate Yourself: Familiarize yourself with common phishing tactics, so you can 
recognize and respond to potential threats effectively. 
 
To read Seattle University articles about phishing emails, you'll need to login to 
your Seattle University credentials (email and password) then you can 
read the phishing page at the SeattleU website.  

 
Here is an example of a phishing email: 
 

 
 
If you have any concerns or questions regarding email security or phishing prevention, 
please do not hesitate to contact the Service Desk at (206) 296-5571 
or servicedesk@seattleu.edu for support.  
 
Thank you for your attention to this matter. 
 
Orientation Programs | SEATTLE UNIVERSITY  
901 12th Avenue, Seattle, WA 98122-1090 
Office: (206) 296-2525 

 

 

 
 

https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fmx.technolutions.net%2Fss%2Fc%2Fu001.9EIdx9SSuBeanwtvCgIyf3CcFZ4ETIvRo-WZMzVdhEm_qD7QgapilgwHLtF9AOKcowiko6ZjGtUOlJX95Hy5ODDKqqILdlgpr8EeMNoEG1aktmqQ3qu-0gj969GAp7VP6OeCdbNT-YcA4Qiz0dcb-x-PNAL7z7D2xtWxokINySs7_ysbtVVh0yUfksuTN6GLS0WV9PbUHMAGkRha2vaD6HR4YpR8pArpAfIBydBzvoKgi4JZCRHxat5ke_5uRFp1Xa1Vg72Xo0gItJRGvvc6UhT-O70Vwp0Qvyj6rLNSyC83jY09w3VPHOuO4yLOWD-Natr6hykfEG1H3JADbBW2HFDNARehaJqjtabiNsqP7RKBMe0IYew19RTtAee8BFtgktTJEkdPMiI8WMxlK6oudogldtSMvadSaY_vW7GvuB0_sYqikdCFTMyhT6BuTlsrJR8ZPosnjuQk50FmTVQAz2qGGUpWmFXl2iBCQZ85v_do35htbv5K8PXA1cbwJACgEkku4_IonpMIeM6DSZ8bFhKEqJBQ_qSb4ieL_jK775mAMuQ6YPmTreKiFApSTF5rwBXClEGkrtBlQNiOVy4R5A%2F4gm%2FMQoib4uZRmKgp8_s6X5KIQ%2Fh0%2Fh001.ufTlNOUoqEdsgIjRoNcVZ6RiRf6BN5lzuMUfjLaB03k&data=05%7C02%7Ccubitan%40seattleu.edu%7C11ee5a6245fb410ccf4608dd9728f0a6%7Cbc10e052b01c48499967ee7ec74fc9d8%7C0%7C0%7C638832924291509564%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=M1veT%2B2rGMm4Q%2FrpXQUAG%2B8VdjMN8upXzbbAL%2BVz5M0%3D&reserved=0
mailto:servicedesk@seattleu.edu

